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WORLDCOM. :
SIP Overview

> Application Layer Signaling Protocol

» Used to establish, modify, and terminate
multimedia sessions

> Part of Internet Multimedia Architecture
> Can use UDP, TCP, TLS, SCTP, etc.

> Based on HTTP (Web)

> Similar text-based structure
» Uses URIs (Uniform Resource Indicators)

» Applications include (but not limited to):

> Voice, video, gaming, instant messaging,
presence, call control, etc.
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WORLDCOM.
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WORLDCOM.
SIP Requests and Responses

SIP Request types are SIP Responses use a
called “methods” numerical code:
Methods In base spec: Classes:
| NVI TE 1xx Informational
ACK 2xX  Final
OPTI ONS 3xX Redirection
CANCEL 4xx Client Error
BYE 5 Server Error
REG STER AR =elVE 0

6xx Global Failure
Example: 404 Not Found
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worLDcoM. S|P Uniform Resource Indicators (URISs)

» Same form as email addresses: user@domain

> Two URI schemes:
> sip:henry@siptest.wcom.com is a SIP URI
» Most common form introduced in RFC 2543
> sips:henry@siptest.wcom.com is a Secure SIP URI

» New scheme introduced in RFC 3261

> Requires TLS over TCP as transport for security

» Two types of SIP URIs:
> Address of Record (AOR) (identifies a user)

» sip:henry@wcom.com (Need DNS SRV records to locate SIP Servers for
wcom.com domain)

> Fully Qualified Domain Name (FQDN) (identifies a device)
> sip:henry@127.24.45.4 or sip:henry@cube43.lab.wcom.com
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WORLDCOM.
Related Protocols

# SDP — Session Description Protocol
> Used to describe media session.
> Carried as a message body in SIP messages.
> |Is a text-based protocol
> Uses RTP/AVP Profiles for common media types
> Defined by RFC 2327

# RTP — Real-time Transport Protocol
> Used to transport media packets over IP

> RTP adds a bit-oriented header containing:
» name of media source
> timestamp
> codec type
> sequence number
> Defined by H. Schulzrinne et al, RFC 1889.

> Profiles defined by RFC 1890.

8/30/2002 SMU SIP Tutorial




WORLDCOM. .
SIP “Trapezoid”

ﬂ DNS Server Location
1 | Server

SIP
Inbound

Proxy Server

Outbound
Proxy Server

SI P
SI P
Medi a ( RTP)
4T T T
User Agent A User Agent B
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WORLDCOM.

DNS Server

I DNS

SIP “Trapezoid”

Location
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Inbound

Outbound «
Proxy Server

User Agent A
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Proxy Server

SI P ‘ ‘
>

Medi a (RTP)

User Agent B
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SIP User Agents

Capable of sending
and receiving SIP
requests.

End Devices:

> SIP phone

> PC/laptop with
SIP Client

> PDA
> mobile phone

PSTN Gateways
are a type of User

Agent
9




WORLDCOM.

Outbound
Proxy Server

User Agent A
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SIP “Trapezoid”
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Forward or “proxy”
requests on behalf of
User Agents

Route requests
Consult databases:

> DNS

> Location Server
Types:
> Stateless
> Transaction Stateful
> Call Stateful

Can be any number
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WORLDCOM.

DNS

DNS Server

SIP “Trapezoid”

Location | | Location Server

Server

Database of locations of
SIP User Agents

Outbound «
Proxy Server

SIP

SI P Queried by Proxies in
Inbound .
> ﬁ Proxy Server rOUtlng

Updated by User Agents

Yp by Registration

W DNS Server
ia (RTP) > @

N .

User Agent A
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SRV (Service) Records
used to locate
Inbound Proxy
Servers

User Agent B
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WORLDCOM.

3. DNS Query:
wcom.com?

Outbound
Proxy Server

1. INVITE
Contact: A
SDP A

2

User Agent A

8/30/2002

SIP Call Setup Attempt Scenario

2. 100 Trying

4. Response: 1.2.3.4

DNS Server ng?\f'e‘}” 1. A “dials” SIP AOR

URI sip:B@wcom.com.
User Agent A sends
| NVI TE to outbound

Proxy Server.

mbound 2. Outbound Proxy
Proxyserver gends 100 Tryi ng

response.

3. Outbound Proxy does
DNS query to find
proxy server for

g wcom comdomain
4. DNS responds with
User Agent B IP address of
(Not Signed In)
wcom comProxy
Server
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WORLDCOM. .
SIP Call Setup Attempt Scenario

PNS Seqver Location 5 Qutbound Proxy
Server )
— sends | NVI TE to
3. DNS Query: 4. Response: 7. LS Query: B? Inbound Proxy
_ , 23 8. Response: Not
weom,comy? Tl 1234 Signed In Server.
5. INVITE 6. Inbound Proxy sends

Contact: A .
Outbound SDE T > Inbound 100 Tr VARALS
Proxy Server < Proxy Server response.
- = 6

. 100 Trying = -
AR 7. Inbound Proxy.
Qontact: A/ /2. 100 Trying consults Location
Server.
8. Location Server
! g responds with “Not
Signed In.”
User Agent A User Agent B

(Not Signed In)
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WORLDCOM. :
SIP Call Setup Attempt Scenario

H DNS Server Locat|on
Server

3. DNS Query: 4. Response: 7. LS Query: B? 8. Response: 9. Inbound Proxy sends 480
wcom.com? 1.2.3.4 Not Signed Tenporarily
In .
| N\VI TE Unavai | abl e response.
Contact: A
SDP A Hbodnd 10. Outbound Proxy sends
Outbound > ACK response.
Proxy Server 6. 100 Trying Proxy Server P

=1 11. Outbound Proxy forwards
| NVI TE

T Coht adt - 9 480 Tenporarily Unavail abl e 480 response to A.
SDP A 10. ACK > 12. A sends ACK response.
2. 100 Trying 11. 480 Temporarily Unavail abl e
12. ACK

User Agent A User Agent B
(Not Signed In)
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WORLDCOM.
SIP Presence Example

DNS Server
Presence

Server

3. SUBSCRI BE//4. 200 XK

1. A wants to be informed

St 2. SUBSCRIBE Inbound when B signs on, so sends
Proxy Server 5 200 OK Proxy Server a SUBSCRI BE
— —— 2. Outbound Proxy forwards to

Inbound Proxy

1. SUBSCRI BE 6. 200 OK 3. Inbound Proxy forwards to
B’s Presence Server

| 4. Presence Server authorizes
g subscription by sending a
200 OK.

5. & 6. 200 OK proxied back
to A.

User Agent A User Agent B
(Not Signed In)
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WORLDCOM.
SIP Presence Example

DNS Server
Presence

Server

7. NOTI FY
<Not Si gned In>//12' go0| X

7. Presence Server sends

8. r\%lt F\S(_ 4l NOTI FY containing current
< >
Outbound < M Inbound presence status of B (Not
Proxy Server 11. 200 K Proxy server Signed In).
=1 =1 : :
8. and 9. NOTI FY is proxied
9. EON;I)-{ FY back to A.
Si gned 10, 2p0 ox 10. A acknowledges receipt of
I n> notification with 200 OK.
11. & 12. 200 OK is proxied
g back to B’s Presence
Server.
User Agent A User Agent B

(Not Signed In)
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WORLDCOM.

Outbound
Proxy Server

2

User Agent A
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SIP Registration Example

DNS Server ’ .
Location 1. B signs on to his SIP Phone
Server which sends a REG STER
message containing the
2. Update database: FQDN URI of B’s User
B=B@2.3.4.5 S-OK Agent
2. Database update is sent to
outbound the Location Server
Proxy Server 3 Update is confirmed.
o 4. Registration is confirmed
with a 200 OK response.
1. REG STER 4. 200 OK

Contact: B@.3.4.5

.

User Agent B
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WORLDCOM.

SIP Presence Example

DNS Server

13. NOTI FY
<Signed | n> 18. 200 K

14. NOTI FY

13.

<Signed | n>
Outbound «
Proxy Server 17. 200 OK

Inbound
Proxy Server
>

15. NOTI FY
<Si gned I n> 16. 200 &

2

User Agent A
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14.

16.

g 17.

User Agent B
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Presence
Server

Presence Server learns of
B's new status from the

Location Server and sends
a NOTI FY containing new

status of B (Signed In).
& 15. NOTI FY is proxied
back to A.

A acknowledges receipt of
notification with 200 OK.

& 18. 200 OK is proxied
back to Presence Server.

18




WORLDCOM. :
SIP Instant Message Scenarlio

DNS Server ﬁ Location
B| sever 1. A sends an Instant
Message to B saying
Sree Query-Ee 4. Response: “Can you talk now?” in
SpB@2345 3 MESSAGE request.
e 2., 3. & 4. MESSAGE request
Outbound Iq Tal k Now?> > Inbound is proxied, !_ocation
Proxy Server < Proxy Server Server queried.
= 7. 200 OK —— 5. Inbound Proxy forwards
1. MESSAGE MESSAGE to B.
%ﬂ E‘.?ﬁm 8. 200 K - Z’Eﬁ’ﬁ’*%u 6. 200 OK6. User Agent B responds
Tal k Now?> ' with 200 OK.

7.& 8. 200 OK is proxied

! '@ back to A.

User Agent A User Agent B
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WORLDCOM. :
SIP Instant Message Scenarlio

Locati
‘ i Sbrvar Iq DNS Server 1 B sends an Instant
. E=—=2 Message to A saying
6. |Reshonge: ” DNS “Sure.” in a MESSAGE
cA? . . . ery: .
5. LS Query: A7 SAGS5.3.2 mci.c;?rrl:? y 3. Response:5.6.7.8 <.t t0 A's AOR UR.
2. & 3. DNS Server is queried.
4 MESSAGE 4. Outbound Proxy forwards
<Sure. > MESSAGE to Inbound
Inbound « Outbound
Proxy Server > Proxy Server Server.
—— 9. 200 X — 5. & 6. Location Server is
7. NMESSAGE gueried.
: 10. 200 OK
Spre-p 8| e0p O | NEsshce 7. Inbound Proxy forwards to
<Sure. > A.
| 8. User Agent A responds
! g with 200 OK.
9. & 10. 200 OK is proxied
User Agent A User Agent B back-to.B.
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WORLDCOM. .
SIP Call Setup Attempt Scenario

ﬂ DNS Server Location
| | Server

5. LS Query: B T 6. Response:

sip:B@2.3.4.5
3. INVITE
Contact: A
SDP A Inbound

Outbound
Proxy Server

Proxy Server

4. 100 Trying

1. INVITE 1.to 5. Aretries | NVI TEto B
s At A/ 2. 100 Trying 7. INVITE which routes through two
gODBtzm' A Proxy Servers.

6. Location Server responds
g with the FQDN SIP URI of
B’s SIP Phone.

7. Inbound Proxy Server
User Agent A User Agent B forwards | NVI TE to B’s

SIP Phone.

8/30/2002 SMU SIP Tutorial 21




WORLDCOM.

8. User Agent B alerts B

SIP Call Setup Scenario
and sends 180
Ri ngi ng response.

I_i DNS Server Location
Server
9. & 10. 180 R ngi ng is

Outbound Iq < i s i s Iq Inbound proxied back to A.
Proxy Server
Proxy Server 1B | € — = 11. B accepts call and

11. 200 &K
Contact: B Contact: B User Agent B sends
SbP B SDP B

D N 11 - 200 K response.
gggt gct: B 8. 180 Ringing 12. & 13. 200 Kis
proxied back to A.
! 14. ACK > & 14. ACK is sent by A to
. Media (RTP) g confirm setup call

bypassing proxies.

User Agent A User Agent B
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WORLDCOM. SIP IP Communication Devices

Microsoft Messenger based on SIP/ —_————

Commworks Network SIP Gateway

% Windows Messenger E| lE"Z

fle Yew Took teb ;-' tina. iliff éswcom.com - Conversation
- S Nl I
Addd Send all

To  tires ildiEsswcom com

& Mever give oul your password
of credit card number in &an mstant
message conversaton

&ou heve asked o have a
video and voice comversation with
tinailiffEwcom com. Flease wait
for & responge or Cancel [Al«01)
thie pending imtation

1. POTS Connectivity
e PC to phone

2. IP Communications
e Presence
e Text messaging (IM)
 Voice, telephony
e Video

3. Data Collaboration
e Whiteboard
e Application sharing
e FTP

8 Phone |Z||: :

“what number do you want to call?

B tina difEwoom com has
accepled vour request to have a
vitdeo and voice comvarsation

W |9.972-7253-4271

(1)
Speakers
- — +
=
7 8 9 Microphone
OPER = |
(x](@)[e) -0 -

JTTITRN T

CISCO _
Pingtel
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ORLDCOM. SIP Based Service Example

Bh Ck W Pgobe Tl Heo r

O~ -© RRAG Pt @ @ 3 HA- D2 B U@

Zaf dracs | ] bt maridoonn, con fusprndUcs com ectioyidagran

- THE WORLDCOM CONNECTION

= I Prodects
Tha WddZomn A Mewy Waorld i Communications Manoegement
wenrashan
gg‘:::':m The WorddCam Conradion™™ simplfies and straaminas natwork communication for
aasy mobiity, affcEnt communlcation, and a singla sourea for all servicas . The
E‘x‘?‘_‘;:n differarca i vishla in hese nebwark anhbachre dizgrams:

SR 313 Glanca - -
Before The WorldZom Connection, a tompany might operate three or mare differant:

5 Tu al Dlsgrsm netwarks for daka and 1P, lorg distanca caling, and local woice sarsioa, This modal &=
nafficant and exparsive, with a dosed PEX arthibacture and axtra charpas for ame

dnkamrak Armear
moves, sdditiors, or changes ta the eastng sucture. Check it out:

Dwts Ratwarking
Hosking

LPH Saricad ald m'ﬁ
Wab Cantar
s 2 neCwirks
g » Duraticeigaography-based
white pricing
AT & Espenzse moves, sdds, and
changes=

Standalores application
» Closed PEX archibectura

Saan:h.'} Erkar WordCom Conredion, and
the world of cammunleatons
managameant gats 2 whole lat
simplar far [T managars , offering

D Frirbar Frisndly prkarkial cost zaving= on the

v bomom lne . Sinea WarkdCom is 3 peamar retwork proyvider, We orovide oLy Ssracas
ofp Sochmash This N tha natwork - Instead of at the CLUstomers premises,

Py

E Eibw Mag

First, by providing dirad: scoe== to the PSTH, sereics iz esparded beyond the
L& b0 The W,

Eapond, cantralzad intaliparcs 1s offered . Customars are able ta accass
reportng wa 8 Yv'=b broee==r to corwerenth control and manage ther
retwork

Thard, WordCom incirs the costs of buying majar equpmant, again limisng
the custamers risk and capital investmant.

Mk Workd

& DHE source for al =araces
» MeCwork access [0 PSTH -
e=pands service to tha WAk
Certralized, network- based
intelligence

WaoddZom praydes the
techirakagy

w Eacs mrdniits
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WORLDCOM.
Resources for SIP

® Henning Schulzrinne’s SIP Page
http://www.cs.columbia.edu/sip

¢ |P Telephony Web Page
http://iptel.org

¢ SIP Forum
http://www.sipforum.vom

¢ SIP Center
http://www.sipcenter.com

# S|P Products at Pulver.com
http://www. pulver.com/sip/products.html

4 Books

s “SIP: Understanding the Session Initiation Protocol,” Alan B. Johnston, Artech House,
2001.

s “Internet Communications Using SIP” by Henry Sinnreich and Alan B. Johnston,
Wiley, 2001.

m  “SIP Demystified” by Gonzalo Camarillo, McGraw-Hill, 2001.
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WORLDCOM.

8/30/2002

Attachment:

SIP Message Detalls

SMU SIP Tutorial
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WORLDCOM.

SIP Message Detalls

| NVI TE si p: wh@00. 201. 202. 203 SIP/ 2.0

Via: SIP/2.0/UDP proxy.nunich. de: 5060; branch=82. 1
Via: SIP/2.0/UDP 100.101.102. 103: 5060

Max- Forwards: 70

To: Hei senberg <si p: w. hei senber g@muni ch. de>

From E. Schroedi nger <sip:schroed5244@ol.conp
Call-1D: 105637921@00. 101. 102. 103

CSeq: 1 INVITE
Cont act: sip:schroed5244@00. 101. 102. 103

Cont ent - Type: application/sdp
Cont ent -Lengt h: 159

# Start Line is the first line of a SIP message which contains:
m the method or Request type: | NVI TE

s the Request-URI which indicates who the request is for
si p: wh@00. 201. 202. 203

m the SIP version number SI P/ 2. 0
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WORLDCOM.

SIP Message Detalls

| NVI TE si p: w. h@00. 201. 202. 203 SIP/ 2.0

Via: SIP/2.0/UDP proxy.nunich. de: 5060; branch=82. 1
Via: SIP/2.0/UDP 100.101. 102. 103: 5060

Max- Forwards: 70

To: Hei senberg <si p: w. hei senber g@runi ch. de>

From E. Schroedi nger <sip:schroed5244@ol . conp
Call-1D: 105637921@00.101. 102. 103

CSeq: 1 INVITE

Cont act: sip:schroed5244@00. 101. 102. 103

Content - Type: application/sdp
Cont ent -Lengt h: 159

# Wi a headers show the path the request has taken in the
SIP network

= The bottom Vi a header is inserted by the User Agent
which initiated the request

m The top Vi a headers are inserted bv proxies in the path

# The Vi a headers are used to route responses back the
same way
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WORLDCOM.

SIP Message Detalls

| NVI TE si p: w. h@00. 201. 202. 203 SIP/ 2.0
Via: SIP/2.0/UDP proxy.nunich. de: 5060; branch=82. 1
Via: SIP/2.0/UDP 100. 101.102. 103: 5060

Max- Forwards: 70

To: Hei senberg <si p: w. hei senber g@runi ch. de>
From E. Schroedi nger <sip:schroed5244@ol . conp
Call-1D: 105637921@00. 101. 102. 103

CSeq: 1 INVITE
Cont act: sip:schroed5244@ 100. 101. 102. 103

Content - Type: application/sdp
Cont ent -Lengt h: 159

# Max- Forwar ds Is a count decremented by each proxy
that forwards the request.

# When count goes to zero, request is discarded and 483
Too Many Hops response is sent.

# Used for stateless loop detection.
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WORLDCOM.

SIP Message Detalls

| NVI TE si p: w. h@00. 201. 202. 203 SIP/ 2.0
Via: SIP/2.0/UDP proxy.nunich. de: 5060; branch=82. 1
Via: SIP/2.0/UDP 100. 101.102. 103: 5060

Max- Forwards: 70

To: Hei senberg <si p: w. hei senber g@muni ch. de>
From E. Schroedi nger <sip:schroed5244@ol . conp
Call-1D: 105637921@00. 101. 102. 103

CSeq: 1 INVITE
Cont act: sip:schroed5244@ 100. 101. 102. 103

Content - Type: application/sdp
Cont ent -Lengt h: 159

# Dialog (formerly call leg) information is in headers:
m To tag, Fromtag,and Cal | -1D

# All requests and responses in this call will use this same
Dialog information.

# Cal | -1 Dis unique identifier usually composed of
m pseudo-random string “@” hostname or IP Address
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WORLDCOM.

SIP Message Detalls

| NVI TE si p: w. h@00. 201. 202. 203 SIP/ 2.0

Via: SIP/2.0/UDP proxy.nunich. de: 5060; branch=82. 1
Via: SIP/2.0/UDP 100.101.102. 103: 5060

Max- Forwards: 70

To: Hei senberg <si p: w. hei senber g@runi ch. de>

From E. Schroedi nger <sip:schroed5244@ol . conp
Call-1D: 105637921@00.101. 102. 103

CSeq: 1 INVITE

Cont act: sip:schroed5244@00. 101. 102. 103

Content - Type: application/sdp
Cont ent -Lengt h: 159

# CSeq Command Sequence Number

= Initialized at start of call (1 in this example)
= Incremented for each subsequent request
m Used to distinguish a retransmission from a new request

# Also contains the request type (method)

8/30/2002 SMU SIP Tutorial
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WORLDCOM.

SIP Message Detalls

| NVI TE si p: w. h@00. 201. 202. 203 SIP/ 2.0

Via: SIP/2.0/UDP proxy.nunich. de: 5060; branch=82. 1
Via: SIP/2.0/UDP 100.101. 102. 103: 5060

Max- Forwards: 70

To: Hei senberg <si p: w. hei senber g@runi ch. de>
From E. Schroedi nger <sip:schroed5244@ol . conp
Call-1D: 105637921@00.101. 102. 103

CSeq: 1 INVITE

Contact: sip:schroed5244@00.101. 102. 103
Content - Type: application/sdp

Cont ent -Lengt h: 159

# Cont act header contains a SIP URL for direct
communication between User Agents
= If Proxies do not Recor d- Rout e, they can be bypassed

# Cont act header is also present in 200 CK response

8/30/2002 SMU SIP Tutorial
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WORLDCOM.

SIP Message Detalls

| NVI TE si p: w. h@00. 201. 202. 203 SIP/ 2.0

Via: SIP/2.0/UDP proxy.nunich. de: 5060; branch=82. 1
Via: SIP/2.0/UDP 100.101.102. 103: 5060

Max- Forwards: 70

To: Hei senberg <si p: w. hei senber g@runi ch. de>

From E. Schroedi nger <sip:schroed5244@ol . conp
Call-1D: 105637921@00.101. 102. 103

CSeq: 1 INVITE
Cont act: sip:schroed5244@00. 101. 102. 103

Cont ent - Type: application/sdp
Cont ent -Lengt h: 159

# Cont ent - Type indicates the type of message body
attachment (others could be t ext / pl ai n,
appl i cation/ cpl +xm , etc.)

# Cont ent - Lengt h indicates the octet (byte) count of
the message body.
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WORLDCOM.

SDP Message Detalls

v=0

o=Tesl a 289084526 28904526 IN | P4 | ab. hi gh-voltage. org
S=-

c=IN P4 100. 101. 102. 103

t=0 0

mFaudi o 49170 RTP/ AVP O

a=rtpmap: 0 PCMJ 8000

Version number (ignored by SIP)
Origin (only version used by SIP)
Subject (ignored by SIP)

Connection Data (IP Address)

Time (ignored by SIP)

Media (type, port, RTP/AVP Profile)
Attribute (profile, codec, sampling rate)

YV V V YV V V VY

8/30/2002 SMU SIP Tutorial
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