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For the purpose of Quality of Service testing of new appli-
cations and network mechanisms in the Internet, a generator
of controllable, re-producible, scalable, synthetic but realis-
tic traffic is required. The generator will typically produce
traffic in a controlled testbed environment where there are
few real users and a corresponding low traffic load. Realis-
tic, controllable, and re-producible traffic load is of great
importance in order to test the Quality of Service of new
applications, i.e. interactive video. In addition, to increase
the understanding and get experience with the configuration
of new QoS network mechanisms, the network must be
offered a high load of heterogeneous traffic mixture.

Different source modelling approaches can be consid-
ered to describe a typical Internet source:
1.  �
�� - replay of a recorded stream of IP packets, i.e. a

stream of IP packets obtained from measurements is
replayed and offered to the test network (e.g. replay of a
tcpdump-file). If the recorded stream contains traffic
from elastic sources (e.g. TCP connections) the replay
will not be representative unless the congestion situation
in the network is exactly the same. This will rarely be the
case in a network with a mixture of traffic streams.

2. 1�����
��� �����
��� (“black box”) - generation of IP
packets according to a parametric stochastic process. If a
recorded aggregate of packets from elastic sources is
used to determine the parameters of the model, the same
problem as described in  �
�� above will still be present.

3. &
������
���	��������(“white box”) - generation of IP
packets from physically based source models. More
detailed measurements than for the two other approaches
are required. However, the parameters in the model
reflect the user behaviour and hence it is straight forward
to change the model if e.g. the number of sources will be
changed. 

1. The initial work of the GenSyn development was carried out 
as an employee at SINTEF Telecom & Informatics.
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For generation of traffic in Internet testbeds both user
behaviour models, see e.g. [MTW99], [ChLi99], [Vic98],
[Ake99], and bulk-transfers, e.g. ttcp [MTW99], are being
used. GenSyn combines the user behaviour approach with
bulk-transfer of data via communication steams. Applica-
tion of stochastic user behaviour models described by state
diagrams introduces flexibility, scalability, physically inter-
pretable model parameters. This part of the modelling
framework is similar to ideas used in a former ATM traffic
generator, called ATM100 or STG1 [HMM93]. However,
instead of developing a specialized hardware instrument,
GenSyn applies modern Web- and Java-technology and
exploits the Internet protocol suite (TCP/IP) that is already
available. This means that the generator is only a software
process that imitates the user behaviour and dynamically
controls the creation and deletion of one or more links
(threads) to physical HTTP- and TCP-connections. The
generator is not only a simulator, it generates real IP packets
that flow through a real (test) Internet. 

In this paper the modelling framework of GenSyn is
described. The general framework is given in Section 2,
while Section 3 contains two modelling examples, a Web
client and an MPEG coded video stream. Section 4 dis-
cusses implementation issues and limitations in the current
version of GenSyn. Finally, the paper is closed in Section 5
with some general remarks and a list of ongoing and further
work. 

'& ��
����������(�!���

'&% ��������
������������������
����

The model described using the GenSyn framework will
attempt to reproduce the inner workings of the physically
source. This includes many stochastic processes, both
human, environmental, and communication equipment. An
example of the variety of activity levels in a source is illus-
trated in Figure 2. The example is originally from ATM, but
this general multi-level behaviour in independent of the
communication technology. Consider for instance a teleph-
ony user. The user is present (at the office) {end-user
present level}, he is making a phone call {connection
level}, during the call he is speaking and listening {dialogue
level}, when he is speaking he sends voice and take short
breaks {burst level}, when voice is sent it is wrapped in
packets {packet level}, each packet is segmented in cells
{cell level}. The last two levels are technology dependent.
The typical time constants involved on various levels are
indicated in the table in Figure 2. Hence, the aggregated
packet or cell stream that can be observed on the transport
or cell level will have a communication pattern that is gen-
erated as a result of many interacting stochastic processes
with different time constants. In [HeHo95] and [WTSW97]
this multilevel superposition of stochastic processes with
different time constants is considered to be an explanation
of the observed self-similar behaviour observed in aggre-
gated traffic streams (packet or cell level) on the
Internet [LTWW94].

1. Synthesised Traffic Generator - an instrument for generation 
of ATM cells.
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The aggregated stream will be a heterogeneous mixture
of traffic from various sources where each source will be
influenced by both user behaviour, equipment and proto-
cols, see Figure 2.
&
������
���	�2
- the end user behaviour - setup/disconnect a session,

application mixture (web browsing, software down-
loads, chat, games, email, streaming (video, audio)) 

- user-network interaction (slow variation) - interest/impa-
tience, takes a break and returns later due to congestion,
cost, etc.

- variation in information stream - variable video coding
(MPEG).

3�	�������
�����������
2
- end user equipment constraints - access capacity, proces-

sor capacity, disk, video coding processing
- communication system constraints - buffer space, trans-

mission capacity, router capacity
- network mechanisms - routing strategies, priorities (diff-

serv), weighted fair queuing, resource reservations
(RSVP, intserv)

- protocols, e.g. TCP congestion control and avoidance.

'&' ����������������������������
�����(�
�������
�������((���������������(�

GenSyn models the user behaviour in a state based source
model, while the communication systems are not modelled.
The equipment constraints and protocol behaviour are auto-
matically included through the linking of the stochastic
processes to the built-in protocol stack on the workstation.
This means that no incorrect assumptions about the proto-
cols or network mechanisms will be made, it is for instance

not necessary to know the details about the MPEG coding
or the TCP slow start mechanisms.

In general it can be said that the modelling framework
combines the better of two worlds, it gets the flexibility and
scalability of state diagram description with composition of
users combined with the accuracy of protocol and network
behaviour by using the actual protocol instead of a model.

'&'&% *�
����������������+����

Figure 3 shows a principal sketch of the modelling frame-
work to illustrate the linking of a composite state space
description and the protocol stack. This efficient combina-
tion is accomplished by dividing the modelling state space
into:
- 
����

���� 
�
��� 
�
��, , where the stochastic user

behaviour is described by a state machine where each
state can contain a collection (composition) of many
users1, and

- ����	���
����� 
�
��� 
�
��, , which is a “place-
holder” for the users that are waiting for response from
the communication system.

All transitions from the stochastic to the communication
state space, , will instantiate an ������
������	��
that creates a communication stream to and/or from the
workstation. A communication stream is either a TCP con-
nection or a UDP datagram stream. The user that
instantiated the communication stream will be placed in a
����	���
�����
�
�� and stay there until the communica-
tion is completed. Hence, a transition from the

���������	
���

��

�������

PHY SDH
MAC ATM
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MAC

LLC
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End user system LAN-ATM gateway
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�������������
������
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1. The state model has to be (semi-)Markovian, i.e. each state 
sojourn time must be negative exponentially distributed, in 
order to make the composition of users in each state.

ΩS

ΩC

ΩS ΩC→
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communication state space back to the stochastic state
space, , is initiated on completion of communica-
tion and the corresponding pointer to the interface module
is removed.

The number of states will not change during the evolu-
tion of the generator process, only the number of users in
each state will change. All states need an attribute for the
current number of users in each state, and the communica-
tion states need an additional attribute for the storage of
information about the user (or process) identities that awaits
a communication stream to complete. Hence, only a modest
increase in the generator process is observed as the number
of users increases. This solution is chosen to optimise the
scalability against the accuracy in the protocol modelling. 

'&'&'  �������

The following notation will be used in this paper:

 - global state space, 

 - stochastic state space

 - communication state space

 - state vector, 

 - number of users in state 

 - identity vector of users with an open communication 

stream in state 

 - state transition rate from state  to state , 

 - total transition rate in state , , 

 - expected sojourn time , 

In Figure 4, the notation is shown in an example demon-
strating the division of state space and the links to the
interface modules.

'&'&, �����������������(�
�����
��������
�����������������������

The user behaviour is described
by a finite state continuous time
Markov process. A general state
has the following attributes:
- a state identifier, ,
- number of users  in state ,
- a state sojourn time distribu-

tion (negative exponential
distribution),

- list of transition rates, ,
and probabilities, 

- list of neighbour states, i.e. states that can be reached in
one transition from state .

A state model is semi-Markovian if all states have state
sojourn times that are negative exponential distributed, or if
neither of the states in the model have more than one non-
exponential sojourn time. In case of a state with non-expo-
nential time distribution, an approximation by a phase-type
distribution is feasible by substituting this state with a com-
bination of states that have negative exponential time
distributions. This means it is possible to model state
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HTTPconnect
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TCP UDP
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)����� ,����������������(�
������������������������������������
�����������������+�������������&
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sojourn times that follows a hyper-exponential, hypo-expo-
nential, or Coxian distribution. All these distributions is a
combination of states with negative exponentially distrib-
uted state sojourn times.

When all state sojourn times are exponential, the proce-
dure described in Figure 5 can be applied to determine the
next stochastic event. Observe, however, if a communica-
tion stream is completed while waiting for the next
scheduled stochastic event to occur, a state change caused
by this completion, see Figure 6. 

'&'&- .�((����������������(�
�����
���������������!���

The communication states are the “placeholders” for all
users that currently have an open communication stream.
The states sojourn times, , , for all users in the

communication states are fully determined by the behaviour
of the underlying communication system, i.e. the perform-
ance of the end user equipment, protocols, network
mechanisms. A user will be “locked” in the communication
state as long as the communication stream is open, and
immediately be removed when the stream is closed. Hence,
for user  the transition from state  in  to state  in 
is considered to be a ���������
����
�
�����, i.e. 

 (1)

where state  and state .
In the communication states a relation, e.g. a process

identity, to all opened communication streams must exist.
When a communication stream is opened and a new user
enters state , , the process identity of the interface
module related to this state transition need to be stored. For
this purpose an identity vector  is added as a new attribute
to the communication states in addition to the list in
Section 2.2.3. When a communication stream is closed, e.g.
when a file is downloaded, an instantaneous state transition
will occur, and a user leaves this communication state
( ). Observe that the number of user in state  equals
the number of elements in the identity vector in state ,

. The identity vector, , is implemented as a list
of pointers (process identities) to open communication
streams. 

i

j mi

mj

ΩS

generate

finish

generate

finish

interface module

communication state

θ- i,

θi -,

θl -,

θ- l,

state identifier 

no of users in state �

)����� -������(�
����������(�!���/�
�
����������������+����

I
˜

j

ΩC

mk I
˜

k

user identities

k θl k,

θi j,

l
ml

)����� 0� ��+
���� ���� ������ 
������!���� ���� ��1�
�
���������������������
������� &ΩS

1. Sample the time  to next event in , the expected
value is 

2. Wait 
3. Sample which state  where the next event took

place, the probability is 
4. Sample the next state  from state , the probability is

5. Move a user from state  to state  by updating the
 and . 

T ΩS
E T( ) 1 θjmjj ΩS∈∑( )⁄=

T
i ΩS∈

θimi θjmjj ΩS∈∑⁄
j i

pi j, θi j, θi⁄=
i j

mi 1+ mj 1–

Ti i ΩC∈

x i ΩC j ΩS

θi j, x( )
∞
0




=
comm. stream opened by x is closed

comm. stream opened by x is open

i ΩC∈ j ΩS∈

i i ΩC∈

Ii

mi 1– i
i

mi Ii= Ii
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In Figure 6 the addition to Figure 5 is given to handle
both stochastic events and events triggered upon comple-
tion of a communication stream. 

The state sojourn time in a communication state may
depend on the current congestion situation in the underlying
network. In the case of downloading web pages, the conges-
tion, the size and location of the requested page will
contribute to the sojourn time. Furthermore, for web- and
ftp-downloads an ���
������� �
���� is defined for each
communication state. This enables the definition of an
upper limit on the time spent in the communication state.
The impatience factor is formulated as an condition of

 in (1), and its randomness is defined in the stochastic
part of the source model.

,& ��
�����(+������1�(+���

In this section, two examples are given to demonstrate the
applicability and the flexibility of the modelling framework.
In Section 3.1, a web client model is described that opens
and closes TCP connections to real web servers. The second
model is a video server described in Section 3.2. The video
server is sending UDP datagrams according to MPEG
coded video streams. In both models, measurements from
the literature are applied to determine the parameters of the
model. 

,&% 2���������

Web traffic is the dominant elastic traffic in the Internet
today. Web traffic can be modelled by web client that down-
loads web pages via HTTP connections from real web
servers anywhere on the Internet. The behaviour of the user

client is described by state diagrams, while the interface
module imitates a simplified web browser. 

The model in this section is only an example of how web
traffic can be modelled. The framework of GenSyn is not
limited to this model, but can easily describe other state ori-
ented models, change the model parameters, or change the
parsing of a web page.

���������
����������!����������
The overall model of the web client describes the user
behaviour in a ����
�

��� by only 3 states, see Figure 7
below. A web-session, as defined in [Vic98], is a sequence
of packets with less than 30 minutes between two consecu-
tive web page requests. The following states are defined:
- ���� - the user is in between web sessions.
- 4�
� - the user reads the downloaded web page and con-

siders what to do next, download another one, or close
the web session?

- '�����
� - the user opens a connection to a url-address,
randomly selected from a list of addresses, and down-
loads this page, parse through it, and download all
corresponding image files and applets.

The ���� and 4�
� states are stochastic states. The state
sojourn times of these two states are sampled from a proba-
bility density distribution. Each user that starts to download
a web page enters the '�����
� communication state. A
pointer to the interface module that handles the communica-
tion stream is added to the identity vector of '�����
�,

. When the web page, and all its content (text,
images, applets), is downloaded, the interface module
closes the connection and remove itself from  and
the user returns to the 4�
� state. The modelling framework
enables the (random) setting of an upper limit of the down-
load time, the impatience factor. This factor allows the
connection to be closed before the entire web page is
downloaded. 

The parameters of the state model are extracted from the
work described in [Vic98] where an aggregated stream of
HTTP connections was separated and broken into web
sessions. 
-  ���������������"
�

���
�- The Idle state uses the web

session separator criterion as the expected sojourn time
~neg.exp( ); [sec.].

)����� 3� � �+
���� ���� ������ 
������ !���� ���� ��1�
�
�����������
������� &ΩC

1. Sample the time  to next event in  as described
in step 1 of Figure 5. 

2. If , i.e. a communication
stream is closed before the time  elapses, then
replace step 3 in Figure 5 with the following:

3. The next event takes place in state  in  where
 is where the first stream closed i.e.

Step 4 and 5 is the same as in Figure 5 except that the
 are given as parameters because they can not be

derived from the conditional rate  which is now
either  or .

T ΩS

k ΩC∈∃( ) Tk T<( )∧
T

k ΩC
k
k i i ΩC∈ Ti minj ΩC∈ Tj( )=( )∧{ }=

pi j,
θi j, x( )

∞ 0

θi j, x( )

Idownload

Idownload

Stocastic State Space

Idle Read

λ

pα

Comm. state space 

Download

(1-p)α

Stocastic State Space

Idle Read

λ

pα

Comm. state space 

Download

(1-p)α

)����� 4�������
������(�
���������2���������

TIdle λ 1 λ⁄ 30 60⋅ 1800= =
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-  ���������������	�
�
 - Within a web session the mean
time between requests is =42.8 [sec.] with a coeffi-
cient of variation equal to =2.9. This means that
the 4�
� state in the overall model is not negative expo-
nential distributed (in that case the ). This state
is therefore substituted by a hyper-exponential distribu-
tion with 4 branches, each with different time constants.
The parameters are determined to fit the truncated-Pareto
model used in [Vic98]. 

Substituting the Read state with 4 sub-states to model the
hyper exponential distribution, the complete model and the
model parameters are given in Figure 8.  

����������(�
��������!������!���
The interface module describes a Web-browser that down-
loads web pages from real web servers. The browser
downloads the source file of the web page, parses this, and
downloads the images and java applets identified on this
page. These are also downloaded, in parallel with each other
and in parallel with the download of the web source file. 

The URL-addresses are randomly chosen from a list of
2500 addresses from all over the world. This list can easily
be changed. For example, as an option, GenSyn offers to
dynamically update the URL-list as the generator is running
and new pages are visited. This is done by inclusion of
some, or all, of the HREF addresses found when parsing
through the source file of a web page. 

,&' 5�
��������(���

In many QoS test scenarios it will be interesting to measure
the sensitivity of changing the relative amount (e.g. in
bytes) of TCP versus UDP traffic. Although some of the
applications running on top of UDP will be adaptive, the
UDP itself is not adaptive to network congestions. This is
foreseen to be a problem for TCP connection when the rel-
ative amount of UDP traffic increases in a highly loaded
network. Hence, to test these influences and interactions,
some models of sources generating UDP traffic are
required. 

The UDP example included in this section is a model of
a video server. The server sends a stream of UDP packets to
a specific IP address, representing the fictitious client that
requested the video. The server behaviour is described by
state diagrams, while the interface module establishes a
communication stream that sends UDP datagrams accord-
ing to a trace file with MPEG coded video frames.

���������
����������
�
������
��
The user behaviour in this case is very simple, described by
two states. The clients that are requesting video streams are
not explicitly modelled, they are included in the server
model as requests.
- ���� - the server has not received any video request. This

is the only stochastic state in the model, and the time
between requests is negative exponential distributed

X
S X⁄

S X⁄ 1=

Stocastic State Space Comm. state space 

Read

Idle Read.3 Download

Read.1

Read.2

Read.4

a1λ

pα1

a2λ

pα2
a3λ

pα3
pα4

a4λ

(1-p)α1

(1-p)α2

(1-p)α3

(1-p)α4

Stocastic State Space Comm. state space 

Read

Idle Read.3 Download

Read.1

Read.2

Read.4

a1λ

pα1

a2λ

pα2
a3λ

pα3
pα4

a4λ

a1λ

pα1

a2λ

pα2
a3λ

pα3
pα4

a4λ

(1-p)α1
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with an expected value of 8 hours, i.e. each user client
requests a video stream every 8 hour.

- �����������- the server sends a stream of video to an IP
address randomly chosen from a list of IP addresses. The
average duration of a video stream is 30 minutes.

Recall that in each state there will be many users, one for
each client requesting and viewing a video. 

����������(�
���������
����
����������(��������*"�
+������
The video streams are the MPEG-1 coded video sequences
made available by Oliver Rose [Rose95]. Each video trace
contains  video frames 
( ). A frame consists of a variable number of bits
using MPEG coding and the most common !��	��������"
�	�� pattern ���<��<��<��<, see Figure 10. 

The  bits in video frame  are converted to  UDP
packets of 1024 bytes, i.e. . A new
video frame is sent every 40 ms and the size of the video
frame is given by the current position in the MPEG trace.
All  UDP packets in position  are sent back-to-back at
maximum line speed, see Figure 11. A video is randomly,
and uniformly, selected among the  different video
streams that are available. 

Although this model uses a set of MPEG-1 coded video
sequences it is very simple to use MPEG-2 instead as long
as the resulting input trace files have the same format as .
It is also easy to change the size of UDP packets, and the
time between each video frame. This is very convenient
when investigating the sensitivity and importance of e.g.
video coding techniques and frame segmentation.

As an example of a trace generated by GenSyn, Figure
12 shows a section of a trace running the video model. This
is a screen capture from the visualization monitor that is
implemented in the generator. The trace shows kbit/s for the
last measurement period (here with a length of 1 second)
and the average kbit/s up to now (the smooth curve).

-& �(+��(���������������

The design of GenSyn had the following overall require-
ments [HeLu99]:
- ����
��� - run on Windows, Linux, Unix, and produce

the same results
- ��
����	��� - run in parallel on several workstations - and

be easy to distribute
- 
�
�
��� - run many active users in parallel on a single

workstation.
The two first requirements made Java an attractive choice as
the implementation language. Java provides simple, high
level, and well defined interfaces and methods for commu-
nication (via APIs) with the underlying protocol stack. This
makes it fairly easy to create HTTP and TCP connections
and to send streams of UDP packets. 

The flip side of the coin is that Java limits the scalability
of GenSyn due to two constraints:
-  ����
����	�����
�����
�	�
����. The sleep function in

Java is inaccurate for time granularity in milliseconds,
and returns different results on various platforms. This
will limit the number of users that can be defined in the
model because many users means short time between
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events in a composite model. The experience so far, run-
ning between 300 and 3000 web users on a single
processor machine, indicates that the generator running
on one workstation should limit the number of users to
keep the expected time between stochastic events of at
least 10 ms.

-  ���
�
�
���������. The number of parallel threads that
can be run on one single workstation is limited by the
available memory. Hence, the GenSyn should be exe-
cuted on a dedicated workstation. This was expected to
be the critical restriction because it introduces an upper
limit to the number of simultaneous communication
streams, and hence the number of users in the model. 

0& .���������((�����

The GenSyn is a Java process that generates IP traffic using
a flexible, scalable, stochastic, modelling framework for
describing the user behaviour of Internet sources. This sto-
chastic behaviour model is linked to the underlying protocol
stack and generates real packets into the network. This is a
novel modelling approach that chooses the best of two
world; flexibility and scalability of composite state models,
and accuracy in the protocol behaviour by use of the under-
lying protocol stack instead of making a model of it. 

0&% ������1+�����������(�
�+���(�������������

The main experience is that it is fairly easy to implement the
modelling framework in Java. The modelling framework
itself is flexible and prepared for modelling of many differ-
ent Internet applications. Several models are now available
described in the GenSyn framework, including web, ftp,
VoIP, MPEG video, and leased line (each user generating a
deterministic packet flow, both with respect to packet size
and time between packets). The models developed can eas-
ily be changed with respect to many factors, including the
number of users, state sojourn times, size of packets, time
between packets, IP destination and source addresses, file
and web page locations.

The scalability of the generator is limited by the time
granularity and time scheduler of the Java Runtime Envi-
ronment (JRE). The portability of the generator is limited by
both the inconsistencies between different versions of Java
APIs, and the differences in the time granularity and run-
time schedulers of JRE running on to of different platforms
and OS (NT, Linux, Unix). Java is not for real time
applications. 

In the current implementation some measurement func-
tionality exists. This includes 
- source and destination ports are added to the UDP pack-

ets generated to enable filtering packets by tcpdump.

- tracefile with records of the size of a web page or ftp file,
or the length of a phone connection or a video stream

- summary report on the total amount of submitted and
received data (in bytes and packets), and the number of
unsuccessful attempts

In current version of GenSyn, no end-to-end measurements
of real-time performance like delay, jitter (delay variation),
loss, are done by GenSyn. These measurements are carried
out by the use of trace software like tcpdump. GenSyn has
also been used in combination with other embedded load
generation and measurement equipment like SmartBits
[SBit] where GenSyn provides the background load of con-
trollable and realistic elastic load (tcp connections).

0&' :���������
�+�����
�!���

Currently, a lot of work is being done on GenSyn and more
is planned in the near future. The key issues are:

3$��������������������
�������
���- in the current version
of the generator there are interface modules to support the
download of web pages and files through http, video
streaming, and VoIP. This library is likely to be extended
with a few more models, e.g. a model for generating errors
by sending network management messages alerting the
OSS.

.
���
�����
����������
�����- The correctness of GenSyn
relative to the models defined is verified, see [HeLu99]. The
traffic stream from the models defined in the GenSyn
framework is yet not fully verified, i.e. the generated stream
of packets are not compared with other measurements. 

,���������

	������
�- GenSyn is now being deployed
in a fully equipped IP platform with DiffServ and MPLS
functionality and several different applications. The meas-
urements from these experiments will demonstrate the
applicability with respect to generate realistic traffic, and
serve as a verification of the GenSyn process. The objective
of these experiments is to study the sensitivity in end-to-end
performance of changing e.g. the tcp/udp mixture, increas-
ing the total load, changing the traffic characteristics
(burstiness), and changing the underlying mechanisms pro-
viding support for QoS differentiation. Test scenarios are
defined in a testnet with only best-effort support. For com-
parison, the same scenarios are used in a testnet that is
supporting QoS classification and differentiation. 

3$����������	���"�����

	��������	������
���� in the gen-
erator. Possible inclusion of end-to-end real-time
measurements will be investigated.

4���
��� of the GenSyn will be considered to improve
the real time properties and to extend the measurement
functionality. Furthermore, a scenario editor will be consid-
ered for controlling experiments and distributing the
GenSyn processes on many machines and processors.
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�������� ���� �������
�	�
���� of the generator to allow
more users and to avoid the jitter introduced to the real time
sources.
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