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What needs to be survivable?

Critical national infrastructure

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

N\

Computer/communication networks

[/

Computer/communication systems
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Why survivability?

£ Society heavily depends on telecommunication
services

£ Critical services must be available even under
Z Technical network failures
Z Malicious attack
Z Accidents and natural disasters

£ Security, dependability, survivability, availability,
OAl EAAEI EOUS
Z All concerned with trusted services according its requirements
Z Differ in their main focus on threats
Z Dependability: physical, design, and interactions
Z Security: recognition and resistance to attacks ® NTNU
Z Survivability: attack, accidents, and failures Norwegian University of

Science and Technology
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Our View on Survivability,Performance,
Dependability and Security

integrity

Authentication” Safety

confidentiality

Non-repudiation”

. Availability

Performance

reliability

*. qualitative
. ey. . - . \jo_rwegian L"I)iversi[_y of
Performance + Availability/Reliability = Performability vetpncean! Teohuoloky
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Dependabilityz An umbrella term

can justifiably be placed on the service it delivers

— Availability

— Attributes — Reliability
— Safety

— Maintainability

— Fault Prevention

Dependability —1— Means — Fault Removal
— Fault Tolerance

— Fault Forecasting

— Faults

— Threats Errors @ N'TNU

Fa”ure Norwegian University of
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METRICS of Interest

£ Dependability
Z Reliablility: R(t), System MTTF
Z Avalilablility: Steadystate, Transient, Interval
Z Downtime
Z Security, safety

nNDoes 1|t wor Kk, and f or

Z Pure (Failure Free) Performance

Z Throughput, Blocking Probability, Response Time
(mean, distribution)

NGl ven t hat | t wor ks, |
@ NTNU

Norwegian University of
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MEASURES TO BE EVALUATES

£ Composite Performance and Dependability

NHow much wor k wi | | b
given interval including the effects of
failure/repair/contention?"

Copyright © by Poul E. Heegaard anBishor S. Trivedi



Dependabllity Attributes ,Metrics or
Measures

Dependability
Measures

Reliability Availability

AReliability: fiThe ability of a system to perform a required function
under given conditions for a given time interval.0 No recovery is
assumed after system fails (there can be recovery after a component
failure)

AAvailability: fiThe ability of a system to be in a state to perform a
required function at a given instant of time or at any instant of time
within a given time interval.o @ NTNU

Norwegian University of
Science and Technology
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IFIP WG10.4

£ Failure occurs when the delivered service no
longer complies with the desired output.

£ Error is that part of the system state which is liable
to lead to subsequent failure.

£ Fault is adjudged or hypothesized cause of an
error.

Faults are the cause of errors that may lead to failures

lllllllllll Fal_“t — Error ﬁ Fa”ur@e NV]I?IN‘EJ'. EEEm

Norwegian University of
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Extended Dependability and Security tree

Faults/Attacks (Intrusions)
—— Threats Errors

L Failures

Dependability — Confidentiality——-
and —— Attributes ——— Integrity S '

. ecurity
Security —— Availability

Reliability
—— Safety

—— Maintainability

Fault/Intrusion Prevention
Means Fault/Intrusion Detection
— Fault/Intrusion Tolerance @ NTNU
T FaUIt/VU|nerabi”ty Removal Norwegian University of
] ) Science and Technology
L Fault/Intrusion Forecasting
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Survive What?

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

F Hardware/software faults
Z Programming bugs, hardware failure
F Man-made accidents
Z Cable cuts, operator errors
F Malicious cyber attacks
Z Denial of service, virus/spyware/rogueware
Z Natural disasters
Z Fire, flood, earthquake, hurricane
E Terrorist attacks

@ NTNU

Norwegian University of
Science and Technology
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Survivability Principles

E Decentralization

Z Provide service without reliance on a common reference node
In the architecture

£ Redundancy

Z Provide service by switching (failing) over workload of the
affected node(s) or link(s) to standby (backup) node(s) or
link(s)

F Geographic Separation (Diversity)

Z Placement of standby nodes or links outside of the expected

radius of damage of related nodes dmks

@ NTNU

Norwegian University of
Science and Technology
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What Is Survivabllity?

Z Reliability

Z Continuity of service, how long will the system work w/o system failure
(component failures are allowed)

Z Availability

Z Readiness of service, how frequently it fails and how quickly can it be
repaired

Performability
Z performance in the presence of failure
Safety
Z Avoiding catastrophic consequences (human life)
Confidentiality
Z Preventing unauthorized disclosure
Integrity
Z Preventing improper alteration
Survivability

- ® NTNU

Norwegian University of
Science and Technology

M ™MW ™MW ™ ™

www.ntnu.no Copyright © by Poul E. Heegaard anHishor S. Trivedi Duke ‘ e - pratt.duke.edu.



Threats to Dependability, Security and
Survivability

EDMUND T. PRATT, JR.

SCHOOL OF

— Node faults | ENGINEERING |

— Physical faults - Power faults

L Link faults
— Faults
— Bohrbugs

—— Software Bugs —— Mandelbugs

L Aging-related bugs

— Node attack
— Physical Attack ——
—— Infrastructure attack

— Exploitation of software vulnerability

Threats Software-based _ _ _ _
— Attacks attacks Spurious traffic (denial of service)

iByzantine glene Equipment behind enemy lines

main-in-the-middle

L Change configuration data

— Jamming Link attack

@ NTNU

Intrusions/Accidents/natural disasters Norwegian University of
Science and Technology
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. A B Ovelv orDependability and
Survivabllity

Concept

Dependability

Survivability

Goal

1) Ability to deliver service that can
justifiably be trusted

2) ability of a system to avoid failures that
are more frequent or more severe, and
outage durations that are longer, than is
acceptable to the user(s)

Capability of a system to fulfill its mission
in a timely manner

Threats
present

1) design faults (e.g., software flaws,
hardware errata, malicious logics)

2) physical faults (e.g., production defects,
physical deterioration)

3) interaction faults (e.g., physical
interference, input mistakes, attacks,
including viruses, worms, intrusions)

1) failures (internally generated events due
to, e.g., software design errors, hardware
degradation, human errors, corrupted
data)

2) attacks (e.g., intrusions, probes, denials
of service)

3) accidents (externally generated events
such as natural disasters)

www.nthu.no
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Software Engineering Institute, Carnegie Mellon

L _ , A
3%) 00 6EAx 11

and Fault Tolerance =

Z Survivability vs. Security
Z Security

E Confidentiality, integrity and availability (CIA) (hon-repudiation and
authentication)

E Recognition of attacks, resistance to attacks
Z Survivability
E Broader than security
F Maintain essential service and recover under attacks and natural disasters
F Adaptation and evolution to attacks
Z Survivability vs. Fault Tolerance

Z Fault tolerance does not (normally) consider malicious attacks (Intrusion
Tolerance does)

Z Geographic diversity in survivable systems needed to avoid vulnerabilities
to massive attacks or disasters (Disaster Tolerance)

www.ntnu.no Copyright © by Poul E. Heegaard anHishor S. Trivedi Duke | fsems, . Pratt.duke.edu.



+] ECEO6O 6EAx 11
Survivability, Dependability,
Security, andFault Tolerance

E Survivability vs. security

Z In critical information systems security attacks are not a major cause of
service failures so far

Z Security faults can be included in survivability requirements as a
comprehensive approach

Z Survivability vs. dependability

Z Survivability is a property of dependability (an attribute of dependability
in Laprie terminology)

Z Other properties (attributes a laLaprie) include reliability, availability,
safety, etc.

Z Survivability vs. fault tolerance

Z Fault tolerance is a design mechanism (means allaprie) to achieve
certain dependability properties

Z Other mechanisms (means a lhaprie) include fault avoidance, fault
elimination, fault forecasting

www.ntnu.no Copyright © by Poul E. Heegaard anHishor S. Trivedi Duke | fsems, . Pratt.duke.edu.



DUKE

Qualitative Definitions of T

EDMUND T. PRATT, JR.

S u rV i Vab i I ity ENGINEERING

F National Communication System Technology & Standards [1]
Z Theability of a system, subsystem, equipment, process, or procedure to continue to
function during and after a natural or manmade disturbance.
E Peter G. Neumann [2]
Z Survivability is the ability of a system to satisfy and to continue to satisfy critical
requirements in the face ofadverse conditions
Z CMU/SEI [3]
Z Survivability is the capability of a system to fulfill itsmission, in a timely manner, in the
presence ofattacks, failures, or accidents
Z All of them point to the transient behavior of system after a failure, attack or a
natural disaster

Survivability is the system’s ability to continuously deliver services in compliance with the given
requirements in the presence of failures and other undesired events.

Norwegian University of
Science and Technology
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DUKE

Quantitative Definition of
Survivability =

Z Quantitative Definition [8]. Suppose a measure of interest M has the valugjust
AAE OA A OZAEI OOAo EADPDPAT O8 4EA OOOOEOAA
following attributes:

Z m,is the value of M immediately after the occurrence of failure,

Z m,is the maximum difference between the value of M anah, after the failure,
Z m,is the restored value of M after some time,, and

Z tg is the time for the system to restore the value m

Survivability quantification. The measure of interest M has the value mg just before a failure
occurs. The survivability behavior can be depicted by the following attributes: m, is the value of M
just after the failure occurs; m,, is the maximum difference between the value of M and m, after the
failure; m, is the restored value of M after some time t,; and tr is the relaxation time for the system
to restore the value of M.

Z ThisAAZET EOET T EO DOI Bl O&ulivabilty poriodnantep ! p 8¢ 1
workinggroup6 8 " U OEEO AAZET EOQOET 1T varydm® OOEOAAEI E
performance (measure M) of the system after a failure, attack or a natural disaster

OocCcurs. E NTNU

Norwegian University of
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Quantitative Definition of
Survivability

www.nthu.no
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Quantitative Definitions of Survivability

' G At OAf AGES

Steady state

Performability][ A Sdef] &

Survivability Transient performance

Transient Transient availability

Transient performance conditioned o
failure scenario
[Def. in this paper]

®@NTNU
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Survivablility Research at DukdJniversity
and NTNU

Z Analytic approach
Z Develop, parameterize, and solve Markov and neMlarkov models including failure

modes, traffic patterns, and resource contention.
Z T1A1.2 based survivability measures do NOT depend on the disaster rate; this may be
considered good as the disaster rate is hard to quantify jpractice

@ NTNU

Norwegian University of
Science and Technology

pratt.duke.edu.
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Survivability Research at DukdJniversity
and NTNU =

£ Publications
z Poul E. Heegaard andKishor Trivedi8 O. AOxi OE 3 OB AE @anpiids E OU
Networks, Volume 53, Issue 8 (2009), pp. 1215 -1234. Elsevier.
z Poul E. Heegaard antishor Trivedis O3 OOOEOAAEI EOU 10A1T OEAEAAOI

SAOOEAAOGCS68 YT DPOT AAAAET CcO A&OI I 4EA oypwOE 1116
Dependable Systems and Networks (DSN 2008une2008, AnchorageAK.
z Wangetal.,TransientAAEAOET O T £ ' 4- 1 AOx1T OEO 0O96/K4n0 1T OAC

Franciscg March 1996.

Z Chen etal.,Network survivability performance evaluation: a quantitative approach with
applications in wireless adhoc networks ACM International Workshop on Modeling,
Analysis and Simulation of Wireless and Mobile SystemBIEWiM 02), Atlanta, 2002.

Z Liu & Trivedi,A general framework of survivability quantification Proc. of [12th GI/ITG.
Conf. On Measuringylodelling and Evaluation of Computer and Communication Systems

j--"omtQ
Z Liu, Mendiratta & Trivedi, Survivability analysis of telephone access network Proc. of 15th A
) % %% )IOAOIAOEIIAI 3UI BT OEOI 11 31 £AO0xAOA %l C

@ NTNU

Norwegian University of
Science and Technology

www.ntnu.no Copyright © by Poul E. Heegaard anHishor S. Trivedi Duke | fsems, . Pratt.duke.edu.



http://www.sciencedirect.com/science/journal/13891286
http://www.sciencedirect.com/science/journal/13891286
http://www.sciencedirect.com/science/journal/13891286
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ll. Network survivability modeling and
guantification
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Network survivability quantification

EDMUND T. PRATT, JR.
SCHOOL OF
ENGINEERING

Steady state metric after failure

mO 1‘.0 : tl‘
: Metric in fault-free operation .

>t NU

Failure Repair an University of
and Technology
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Implications of T1AL1.2 Definition

£ System is initially assumed to be isteady state
(pure performance model) with all components
functioning

Z Force a failurein the system and study the
transient behavior until it reaches the original
steady state upon completion of repair

@ NTNU

Norwegian University of
Science and Technology
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A General Quantification Procedure

Step 1
Z Develop the pure availability model in which the resources (hardware
and/or software) fail and getrepaired (or rebooted).
Step 2

Z Developa pure performance model and obtain the steady state results of the
pure performance model, which reflects the resource usage and other
system state information before a failure/disaster occurs. The performance
model could havearrival and service of tasks reflected.

Step 3
Z Combinethe availability and performance models obtained in the first two
stepsinto acomposite model.
Step 4

Z Choosea survivability measureof interest. Force a failure/attack/disaster in
the system and construct a truncated model. In order to reflect the system
resource usage before the failure happens, initial probability must be
appropriately assignedfor the truncated model.

Step 5
Z Perform the transient analysisof the truncated composite model.

@ NTNU

OOOOOOOO
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Norwegian University of
Science and Technology
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An illustrative Example 1.
A telecom switching system

£ Assumptions

A telecom switching system withn trunks
Call inter-arrival time Exp(/)

Call holding timeExp(m)

Time to failure Exp(9

Time to repair Exp(f)

Single repair facility

AN N N AN N N

@ NTNU

Norwegian University of
Science and Technology

\
www.ntnu.no o Copyright © by Poul E. Heegaard an#ishor S. Trivedi Dukellifz=cm pratt.duke.edu.




Pure Availability Model

0] m) (ele ] o
All working D All failed

P S vkl
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e
ik

®@ NTNU
n:25’ g:OOOZ S'l’ t:Ol S'l Norwegian University of

Science and Technology

\
www.ntnu.no ’ Copyright © by Poul E. Heegaard an#ishor S. Trivedi Dukellifz=cm pratt.duke.edu.




Pure Performance Model

EDMUND T. PRATT, JR.
SCHOOL OF

Call arriving Call arriving SSe
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2 3 I::'z—l:l,u T i‘:
CaII flnlshed G

No call 1 call Blocking
state
- .AL . .
Steady state closed-form solution: = {_Jj ,/J" I
i
Erlang B Formula my

()R

Blocking probability: Pok= Pn” © NTNU

Norwegian University of

n:25, | =5 S_l, rn:03 S-l Science and Technology
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CompositePerformability Model

Blocking states

@ NTNU
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Performance, Availability, andPerformabillity
Measure of Interest Pux

Z Performance
Z From pure performance model
I Steady state blocking probability P,
i Py.=p,"=0.013376
Z Availability
Z From pure availability model
Z P,=1- p,A=1-2.6935% 1018
Z Performability (PA type)
Z From composite model
2 Pud &g Py £=0.020178 ® NTNU

Norwegian University of
Science and Technology
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Survivability Quantification Approach

£ System operating in steady state

£ Force a failure:
Z Initial state probabilities for the degraded mode states
Z Transient solution of the truncatedperformability model

@ NTNU

Norwegian University of
Science and Technology
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Truncated Performability
Model b
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I Steady state prob.
| T mmm e
I aaaa
/ l ,_
| I = _ARER o Tk B
! | ___wurs -
I R
m— : Initialization
I ——————————— (r-—Amp—=-=--
‘, I
RS
ey |
s N-2 0
i \"\“"/K | I f 7
: \ i I \‘ ‘,/ >
' I
: /| @ NTNU
L .! 1 Norwegian University of

Science and Technology

www.ntnu.no Copyright © by Poul E. Heegaard an#ishor S. Trivedi Dukellifz=cm pratt.duke.edu.



Survivability Results
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lllustrative example 2:
Network with 4 nodes

Simulation model (Simula/DEMOS)

Stochastic Reward Net (Generalized PetriNets) model
CTMC model of each node
Closed form solution [

M M NN TN ™

_ alb 2
Comparisons M) =rIV)=a

rij(ll):rij(lll)zt

v 06/00 s

\
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Network with 4 nodes:
Approaches

£ Simulation

Zz DEMOS/Simula

Z Discrete event, processoriented simulation model
£ Analytical

Z SRN: Stochastic Reward Networks

Z Full CTMC, same as simulation model
EZ Solved by SPNP and SHARPE
Z CTMC: (Decomposed) Markov models
Z Combined performance and dependability model

E Product-form approximation
E Solved by SHARPE

@ NTNU

Norwegian University of
Science and Technology
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Objective

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

Performance in networks with virtual connections

Transience from occurrence of an undesired event until steady state
operation is restored

Routing in acyclic, directed graph
Directed from SRE&DST nodes
Goal: Survivability model of performance after network failure(s)

™M ™

™M M ™

@ NTNU

Norwegian University of
Science and Technology
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Modeling approach

_________________ 1

(1] 1:(2) iilns)

Performance model

EDMUND T. PRATT, JR.
SCHOOL OF
ENGINEERING

Phased recovery model

Compositeperformabilitymodel

IV: No failures

I: Node | failed,

II: Node | failed,
 rerouting complated

H rerouting in progress

;I Node | repaired,
rerouting in progress

Survivability model

@ NTNU

Norwegian University of
Science and Technology
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Network with 4 nodes: ‘
Simulation model

Enuma _Nodei Failura j
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Network with 4 nodes:
StochasticReward Net model
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Network with 4 nodes:
CTMC Performance model

Decomposed CTMC to reduce number of states

Nodes modeled separately

The arrival intensities change when node or link fails

The resource utilization model below is solved for each set of intensities

™M™ MM

Ly [1] i [E:I fi ;)

@ NTNU

Norwegian University of
Science and Technology
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CTCM:Arrivalintensities to a
node

E Assume acyclic graph from SRC to DST

Node i Ly = {1~ )L
(finite bufier)

@ NTNU

Norwegian University of
Science and Technology

\
www.ntnu.no ’ Copyright © by Poul E. Heegaard an#ishor S. Trivedi Dukellifz=cm pratt.duke.edu.




Network faillure and rerouting

EDMUND T. PRATT, JR.
SCHOOL OF
ENGINEERING

F Phasel:

Z Rerouting after failure is T, ~ exp(ap)
E Phase ll:

Z Restoration time is T, ~ exp(t)
£ Phase Il

Z Rerouting after failure is T, ~ exp(a)

Eyy

Undesired event is node failure

@ NTNU

Norwegian University of
Science and Technology
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CTMC: Combine models

IV Mo failures

I: Node | failed,
rerouting in progress

11: Node | failed,
rerouting completed

1II: Node | repaired,
rerouting in progress

www.ntnu.no Copyright © by Poul E. Heegaard an#lishor S. Trivedi
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CTMC: Combine models

I, [V Mo failures

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

I: Node | failed,
rerouting in progress

11: Node | falled,
rerouting completed

l: Mode j repaired,
rerouting in progress

@ NTNU

Norwegian University of
Science and Technology
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CTMC: Combine models

EDMUND T. PRATT, JR.
SCHOOL OF
ENGINEERING

il 1) e[ 2) ftilng)
(j/(l: L
il 1) e[ 2) fiy 5] *
il 1) e[ 2) fiy 5]
I'; I'; 1
mﬂl &) versity of
(1) i2:(2]) fi(n; ) Science and ‘lechnology

\
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CTMC: Combine models

F Number of states in combined model
Z Transient solution of Nyqe modelswith Nres X Nphase States
F Product-form approximation
z TEAT AOOEOAIT AT A OAOOEAA OAOAO AOA
rerouting and failure rates

Z This means when the state of the performance model at state changes
In the dependability model does not have a significant impact of the
transient behavior

Z SolveNpode X Nphase models with N,.; States and one WIthN hase

@ NTNU

Norwegian University of
Science and Technology
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CTMC: Combine models

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

E Arrival & service rates are much larger than rerouting & restoration rates
Z Product form solution can be assumed
Z Do not need to consider initial states in failure and rerouting model
£ State probability at timet of nodek is
2 Ptx.D) = p)*p(L),
where state x=1,...p phase i=l,...,IV

@ NTNU

Norwegian University of
Science and Technology
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Closed form solution

Assume product form solution (Jackson Network)

Determine steady state performance of each phase, p

|. Immediately after a failure u

Il. Rerouting completed after failure @ ----- @—-@—»
lll. Restoration/repair done

I\VV. Rerouting completed after repair (normal operation)

Assign rewards, [;, and determine expected rewards

Determine transient probabilities of each phase, )

Assumptions

Z Eventrate in performance models high

Z Event rate in availability model low

Z At phase changes: Immediate change between steady state solutions

Science and Technology

™ ™

™M N ™
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EDMUND T. PRATT, JR.

Solving the models

SCHOOL OF
ENGINEERING

£ SRN

Z Transient solution of model with Nnode X Nres X Nphase States
Z DepomposedCTMC

Z Transient solution of Nnode modelswith Nyes X Nphase States

Z DepomposedCTMC
Z Steady state solution 0Npede X Nphase Models with N;s States
Z Transient solution of one model withNphase States

@ NTNU

Norwegian University of
Science and Technology
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lllustrative example 1.
Network with 4 nodes

Simulation model (Simula/DEMOS)

Stochastic Reward Net (Generalized PetriNets) model
CTMC model of each node
Closed form solution [

M M NN TN ™

_ alb 2
Comparisons M) =rIV)=a

rij(ll):rij(lll)zt

v 06/00 s

\
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Network with 4 nodes: loss ratio

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

0.7
Decomposed CTMC model
mg =m, SRN model
Simulations
0.6 -
0.5 +
04 +
03 +
0.2 +
0.1 + L |
N:
mo R . ESPIPIPIPIPI SRS SRR e tr =tR
0 | | : | | | | |
0 200 400 600 800 1000 1200 1400

undesired event

. rsity of
Science and Technology

PRATT SCHOOL OF pratt-duke-edu.

www.ntnu.no Copyright © by Poul E. Heegaard an#lishor S. Trivedi Duke

ENGINEERING



Network with 4 nodes:
average number In system

7.5 I

mo=m,, {: W

6.5 -

\ \
Decomposed CTMC model

Simulations
T T T I

T*’tr=tRTTTTTT7Ti

4.5 -

0 5:00 1000 1500 2000 2500 3000 3500 4000 l l
undesired event

. Jniversity of

Science and Technology

www.ntnu.no Copyright © by Poul E. Heegaard an#ishor S. Trivedi Dukellifz=cm pratt.duke.edu.



EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

lIl. Case studies

@ NTNU

Norwegian University of
Science and Technology
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Application in Real sized network

£ System

Z packet switched, telecommunication network
£ Service

Z Vvirtual connection between specific peering nodes in the network
£ Requirement

Z maximum packet loss probability and eneto-end delay of nonlost
packets in the virtual connections

E Undesired events

Z link and node failures caused by attacks, accidents, and software and
hardware failures

@ NTNU

Norwegian University of
Science and Technology

www.nthu.no
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Why does the voice network
need to be survivable

F Telecommunicationsnetwork
Z Voicenetwork
Z Datanetwork
E Thevoicenetwork is apart of the critical infrastructure .

£ Other critical infrastructure dependson the voice network for effective
functioning; for example

Z emergency services
Z government services
Z banking and finance

E There are several examplesof the failure of the voice network asa result
of catastrophicevents.

F Many architectures concentrate high density trunks and lines at switch
nodes, which exacerbates the extent of communication loss after a

catastrophicevent.
@ NTNU

Norwegian University of
Science and Technology
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Telecommunications system failures

£ Externally caused events (North American examples)
Hinsdale, lllinois central office switch fire, May 1988

San Francisco Bay Area earthquake, October 1989
Oakland fire storm, October 1991

Judge Thomas senate vote, October 1991

Events of September 11, 2001

Z North America power outage, August 14, 2003

AN N N AN N

Z Internally caused events (North American examples)
Z Signaling System 7 (SS7) outage, January 1990
Z Newark fiber cut, January 1991
Z New York power outage, September 1991 ® NTNU

Norwegian University of
Science and Technology
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Classical PSTN network hierarchy of switches

g'as’.shl | Physical
egiona Realization
i i Big impact after
Class 2 hlghly survivable Ios_s of aclass 5
Sectional ADiverse switch switch due to no
> locations redundancy

ASDH/SONET
glr?;zr:’; facility protection

AAlternate routes

between offices T ——— T~
Class 4 Toll

J

www.ntnu.no




Class 5: more problematic

EDMUND T. PRATT, JR.
SCHOOL OF
ENGINEERING

Big impact after loss of
a class 5 switch due to
no redundancy

@ NTNU

Norwegian University of
Science and Technology

10,000 or more pair of wires meet at a single point
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Telephony terms

HOOL
ENGINEERING

Trunk Distribution

Remote Frame (TDF)
Pedestal Terminal (RT)
entral
Network Cross Wire Center. Office (CO)

Termination (NT) Connect (WCQC)
) (XC)

o M
e Y 1

Dro Distribution
N I rOP -
v el ® XTN
Customer Wiring Outside Plant Main Distribu¥¢oyeian Ut

Science and Technology

Frame (MDF)
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Increasing wire concentration approaching central office

DUKE
|

Trunk Distribution ERGINEE NG
Frame (TDF)

Remote
NT Tepminal (RT)

Transmission Network

Network Cross Wire Cente

Termmatlo Connect (WC)
< ’f?
‘ S >

e SR (S5 1‘

Dro Distribution Feeder
N R ke
V \/
Customer Wiring Outside Plant Malngn Hu! bmvelsu) i
Frame iM@& 1d Technology

www.nthu.no
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Classical Architecture

Symbol | Meaning

O Wiring Common
CrossPoint Channel
Multi-Pair 0o : :
Cable HH Signaling
Drop Cable HIN
ad
ﬁ Single
Family
noooool | Residence Tl’anSpor
000000
OO00ER) | Business
OO0
B
pomool | Multi-Family
Dwelling
Unit Type

CO Central Office

CSsu Call Service
LAU Line Access
TAU Trunk Access

ler}ivable

N 04\{@ dha GliveiSity of
Scignee pdficranology

"
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New options for different layers

Layer Option 1 Option 2 Option 3
Shortened loo
1. CPE and Access Direct wire to CO p
Network LAU at or near site
2. Line Cards (LAU)| RT at or near site Multiple small .LAUS ator
near site
: Distributed CSU Multi-switch CSU Emergency CSU/LAU
3. Call Processing : : : "
(single switch) architecture combination
4. Transport General diversity and redundancy principles apply
S. Central Active/Active HPU Active/Standby HPU
Elements
6. Trunks General diversity and redundancy principles apply
7. Application General diversity and redundancy princip|@&§ WNU

oTwWegian CIIversiy o1
Science and Technology
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Survivable architecture alternatives

Classical Survivable Architectures
Layer Architecture
A/S | A/S A/A

2. Line Cards | All LAUs at CO Multiple LAU at or near site
3. Call All CSUs at CO Distributed CSU, Single Switch
Processing ’
5. Central All at CO HPU HPU HPU
Elements active/standby | active/standby | active/active
Syn. - w/prob. ¢ w/prob. 1 w/prob. 1

Active/standby: the standby HPU takes over all the customers and trunks when ﬁ N@y\fﬁﬁs
destroyed in a disaster

Active/active: load sharing, each HPU serves half customers with half trunks Norwegian University of

Science and Technology

www.nthu.no
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Architecture A/S I, A/S ll:Reduce Length of Copper Loo
Distribute Call Processing + Active/Standby Host

Distributed CP

Trunk Distribution
M Servers (CSU) “ Frame (TDF)

Transmission Network

Remote
NT Pedestal Terminal (RT)

S/

g \
A D <

entral

Network Remote Office (CO)

Termination (NT) Terminal -
S (LAU) Active
&\ Host

NT

Standby
Host

T i

Drop Distribution
N I @ NTNU
Y \/ No_rwegian University of
Customer Wll’lng Outside Plant Science and Technology
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Architecture A/A: Reduce Length of Copper Loops + Distri
Call Processing + Active/Active Host

Distributed CP

Trunk Distribution
M Servers (CSU) “ Frame (TDF)

Transmission Network

Remote
NT Pedestal Terminal (RT)

S/

£ \

Network / Remote

Termination (NT) Terminal
L )
k
Polle
‘ NT
.\ ' 1

entral
Office (CO)

(LAU)
R

!

Drop Distribution
\ J N
Y N Norwegian University of
Customer Wll’lng Outside Plant Science and Technology
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Symbol | Meaning Survwable Architecture
wutipar | Alternatives Common

Cable Channel
Drop Cable LA Slgnallng ‘
<> Protected

Cable LAU
O .
o0 Single
oooooo| | Family
OOOOOE! | Residence CcSsu
—Oo00o0o :
OO[TO0] | Business \
OOO000
oooooo
Oo[Too

P LAU nter-Nodal Transport &
ulti-Family

CO pciverpy | CO Actesiany He:

|
OoOodad

OO

O] C
OOOOQ

F

OoOodad

7R
oOL OF
ENGINEERING

o

Hoooo

[
[
[
[

sl
Gnit | Type —~ 1 LAU CSU Csu LAY o6
CoO Central Office
APU [ Administrative
O
CSu | call service LAU TN
Communication Hinjninln
3 | - LAU aagon
Signaling U il UU
Trunk Access O S TN U
- MEneefahdsHEsity of
veience ard Technology
LAU Line Access Atiefit eetdre

PRATT SCHOOL OF pl‘att. duke.edu.
ENGINEERING
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Architectures A/S I, A/IS 1I, A/IA

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

£ Distributed CSU
Z Maintain basic service (f,3 100% of total traffic) when HPU fails

Z Reduced capacity (r* 100% of total trunks) for basic service

£ Redundant HPU

Z Active/standby A/S |

F Switchover coverage

EZ Synchronization probability
Z Active/standby A/S Il

F Switchover coverage

E Synchronization delay (r,* 100% of customers get service before synchronization)
Z Active/active A/A

F Load sharing, each serves half subscribers

Z Switchover coverage

E Synchronization delay (r,* 100% of customers get service before synchronization)

Z Failure scenario ® NTNU
Z Loss Of one aCtive HPU Norwegian University of

Science and Technology
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Systemparameters

£ Total capacityn: 10000 trunks
Z Call arrival rate/: 100 / skc
F Mean call holding timesm: 100 seconds
E Disaster rate/;: 1/yéar
E Mean detection timedj™: 1 second
Z Mean switchover timed: 60 seconds
E Switchover coverage of
architecture A/S |, A/SlIq: 0.9
E Switchover coverage of
architecture A/A v: 0.9
F Syn. probability c: 0.99
E Mean syn. timed*: 10 minutes
Z Mean manual recovery timerrt: 2 hours
Z Mean manual repair timemg!: 10 days
F Mean reconfiguration timef!: 10 minutes
Z Partial service probability r 0.99
E Basic traffic percentage, : 0.4 ® NTNU
Z  Local trunk facility percentager,: 0.4 Norwegian University of

Science and Technology
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Pure performance model

What happens before the occurrence of failure?

/= / : _/» /
o] 3] 2)€
m 2m 3é7 nm

.
Steady state closed-form solution: —_— (I / n)J / )
Erlang B Formula p] - ék:on (| /mk/ k|

Blocking probability: F) —
bk — Pn

Expected number of calls in the @ NTNU

.. n
System: a k=0 k p k Norwegian University of

Science and Technology
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Pure availability models:ais |1, ais 11, A/A

@ NTNU

Norwegian University of
Science and Technology
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Pure performance analysis:

plocking probability P, e

State A/S | A/S I A/A
(u,u) 0.0079366 0.0079366 0.01120
(u,d) 0.0079366 0.0079366 -
(d,u) 0.6050 0.6050 0.3056
(r,u) 0.6050 0.6050 -
(d,f) 0.6050 0.6050 0.6050
(s,d) 0.6050 i i
(u,.d) - 0.08829 -

(d,u,),(u,uy,) - - 0.007937
(@) - - BNTNU

Norwegian Unifersity of

(d,U p) - - 0.00864&ce and Te thnology

www.nthu.no

pratt.duke.edu.
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DUKE

Pure availability analysis:steady g
state -
£ Steady state availability

Z AISI
Z Up states: uu, ud

£ Down states: du, df, ru, sd
Z P.,,= P(uu)+P(ud) = 0.999994
z ASII
EZ Up states: uu, ud Partial up state: upd
Z Down states: du, df, ru
E Poa= P(uu)+P(ud)+P(yd)*r = 0.999992
Z A/A
FZ Up states: uu, uu2, du2 Partial Up State: du, dul, dup
E Down states: df
E Poa= P(uu)+P(uu2)+P(du2)+P(du)*0.5+P(dul)*0.5+ P(dup)*(0.5+§/2)=
0.999995
E Expected Downtime
Z A/SI: 3.15 minutes per year

Z AJS I 4.20 minutes per year

Z AJA: 2.63 minutes per year @ NTNU

Norwegian University of
Science and Technology
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Pure availability analysis:

t ra n S I e n t ENGINEERING

10} — AS| -
i AYS ||
s o2

0.999998 - |

=

E

5 '

S 0.999996 | |

I

=

= e

73]
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E 0.999994 i
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.
i
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-
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Performability results

EDMUND T. PRATT, JR.

SCHOOL OF
ENGINEERING

x10°
7.942 : : .

7.941

7.94

- -
|

-
—:_'—'-'-I-I
-
aeat!

Transient Performability

7939 -
— A/S|
== AJS |
030 -
Steady state:
7'9370 0|5 '; 1 I5 é 2I5 3
' ' ' e A/S 1. 0.0079404
. . , . . A/S 11: 0.0079393
0.0113 -
>
= o AU A/A: 0.01115
£
2
20.0112F. ]
|
o | T,
: Rttt ® NTNU
0.0111 ! | ! ! ! Norwegian University of
' 0.5 1 1.5 2 25 3 Science and Technology
(5]
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Model modification for survivabllity definition: a/s |

EDMUND T. PRATT, JR.
SCHOOL OF

Pbk=1 Similar modification
@ . . . . for A/S Il and A/A
Py, =0.0079368 . : dﬁf*(l' Srv(l-cyy
du - n 1 - - @
Pp=1 Pbk=1 Pbk=1
uR 55 Gkl bl b NS

NU

ivorwegian University of
Science and Technology

Pbk=0.0079366

pratt.duke.edu.
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Implication of the modification

£ What does it mean when transition (;) is
removed?

Z A failure is injected into the system

Z All the system survivability measures doot depend
on the value of/;

Z All previous performance/availability/ performability
measures and the first two survivability measures do
depend on the value of

Z Itis usually difficult to have agreement on the value of
/+in practice. Therefore, those measures depending on
/; are controversial.

Z This is the reason why only the T1A1.2 definition gives

an important, useful and novel survivability measure.
@ NTNU

Norwegian University of
Science and Technology
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Survivability results: A/s |

EDMUND T. PRATT, JR.
SCHOOL OF
ENGINEERING

e Z Osec
P, = 0.6050 =
06 . 76.2 3Py, (uu)
— RIS
. Py = 0.5309 =
= 04l . 66.9 3P, (uu)
Ll | E 10min
3 Py =0.0378 =
2 ool d 4.76 3P (uu)
7 Z 1hr
M K l Py =0.01183 =
oF 1.49 3P, (uu)
Z 10 hr
01T 200 400 600 as(lJo_ 1000 1200 1400 1600 1800 2000 P, =0.00798 =
megseq) 1.005 3P, (uu)

@ NTNU

Norwegian University of
Science and Technology
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Survivabllity results

EDMUND T. PRATT, JR.
SCHOOL OF
ENGINEERING

—_— A/S |
0.6+ = AS I |
s ------ A/A
— steady state
0.5 -

<
»
T
|

Call blocking probability
(] (]
N w
I [

0.1

-0.1 | | | | | 1 ! ! | I
0 200 400 600 800 1000 1200 1400 1600 1800 2000

time (sec) I

Norwegian University of
Science and Technology
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Survivability results

A/S | A/S I A/A
mg 0.007937 0.007937 0.01120
m, 0.6050 0.6050 0.3056
m, 0.5971 0.5971 0.2944
m, (t,=10 sec) 0.5309 0.5229 0.2602
m,, (t,=10 min) 0.03778 0.01391 0.01356
m,, (t,=10 hr) 0.01183 0.01164 0.01163
ty 31610 sec 31550 sec 4300 sec
* A relative error 1% is assumed for calculating tg

Science and Technology

pratt.duke.edu.
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Comparisonz ELF

Call loss due to

Extra call loss

tailure due to ELF
8 blocking
A/S | 9920 11874 21794
A/S I 9920 8436 18266
AJA 4944 2465 7409

www.nthu.no
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EDMUND T. PRATT, JR.

Survivability ranking

SCHOOL OF
ENGINEERING

A/S | A/S I Al/A

3

%

(i

=

o

3

S
WW[w|lw w| w|w
N INIDNIDNINIDNIDN
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m.* t=1 hour
tR
ELF
P 1S the steady state prob. of providing full service
m_*, m * are relative values with respect